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2. Procedure for Assessing the Impacts of 
False Data Injection Attack 
1) Given an initial system state and a compromised meter (If we 
are interested in determining how vulnerable a sensor S is, we will 
then choose it to be the compromised meter), randomly generate a 
set of meter readings for the uncompromised meters as discussed in 
Section II.B, and set the reading of the compromised meter to a false 
value.  
2) Obtain a system state estimate using a particular state 
estimation algorithm based on the false meter readings; this state 
estimate is referred to as a false system state.  
3) Solve an OPF model to obtain a dispatch plan based on the 
false system state.  
4) Employing eigenvalue analysis to calculate the system 
dynamic security index based on the dispatch plan and true system 
state. A smaller security index indicates that the system is more 
secure. Repeat steps 1) - 3) for N times to obtain the expected value 
of the security index.  
5) Change the compromised meter reading and repeat steps 1) – 
4) until the expected security index is sufficiently close to 0; we define 
the reading, which makes the security index equals 0, as the 
marginal reading. It measures the vulnerability of a meter under 
FDIA.  
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1. Introduction 
False data injection attack (FDIA) can bias power system state 
estimation by compromising meters and injecting malicious data. 
Most existing studies focus on investigating the impacts of FDIA on 
the steady state performance of the system. In this research, we 
study how FDIA will influence the dynamic security of the system. We 
will demonstrate that, even by altering the reading of a single meter, 
the biased state estimate can cause the system to be unstable. A 
novel methodology is proposed to evaluate how vulnerable a meter is 
under FDIA. We propose to use the marginal reading of a meter, 
which makes the largest eigenvalue of the system equals zero, as a 
vulnerability index with respect to system small disturbance 
instability. The effectiveness of the proposed method is validated with 
the IEEE 14 bus test system.  

3. Power System State Estimation 
The objective of state estimation is to estimate the system state 
based on a set of meter measurements. Based on the state 
estimation theory, the control centre will receive meter readings:  
                   
 
Where Z denotes the vector of meter readings, Y represents the 
system state,    is the measurement matrix, and e is a vector of 
Gaussian measurement noise with zero mean and diagonal 
covariance matrix . In step 1) of our method, given the initial system 
state  , all meter readings  except the compromised meter   
are randomly generated based on above equation.  
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4. Optimal Power Flow 
Based on the false system state, the system operator will solve the 
optimal power flow problem to determine the system operation plan 
(e.g. the output of each generator). The OPF model usually takes the 
following general form:  
  Min                            
  Subject to                  
                                  
 
where  denotes the optimization objective (e.g. overall 
generation cost).  and  denote the system operation 
constraints such as the power flow equations and generator 
capacities.  
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5. Eigenvalue Analysis 
The small disturbance dynamic security index of the power system 
can be obtained by performing the eigenvalue analysis. Consider the 
following linearized model of the system:  

                          
 

Here  represents the vector of system dynamic states (e.g. 
generator rotor angle and angular speed).  are parameter 
matrices. We can assess the dynamic security of the system by 
calculating the eigenvalues of the following matrix:  
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6. Simulation Results 

7. Conclusion 
In this research, a novel method is proposed to quantify the impacts 
of false data injection attack on the dynamic security of power 
systems. We demonstrate that even by compromising a single meter, 
the attacker can cause the system to become small-signal unstable; 
and the concept of marginal reading is introduced as an index to 
measure the vulnerability of a meter. 

 

Dr Junhua Zhao 


